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Scammers use email or text messages to trick you into giving them your personal information. But there are several things you can do to protect yourself. Scammers use email or text messages to trick you into giving them your personal information. They may try to steal your passwords, account numbers, or Social Security numbers. If they get that
information, they could gain access to your email, bank, or other accounts. Scammers launch thousands of phishing attacks like these every day — and they’re often successful. Scammers often update their tactics, but there are some signs that will help you recognize a phishing email or text message. Phishing emails and text messages may look like
they’re from a company you know or trust. They may look like they’'re from a bank, a credit card company, a social networking site, an online payment website or app, or an online store. Phishing emails and text messages often tell a story to trick you into clicking on a link or opening an attachment. They may say they’ve noticed some suspicious
activity or log-in attempts claim there’s a problem with your account or your payment information say you must confirm some personal information include a fake invoice want you to click on a link to make a payment say you're eligible to register for a government refund offer a coupon for free stuff Here’s a real world example of a phishing email.
Imagine you saw this in your inbox. Do you see any signs that it’'s a scam? Let’s take a look. The email looks like it’s from a company you may know and trust: Netflix. It even uses a Netflix logo and header. The email says your account is on hold because of a billing problem. The email has a generic greeting, “Hi Dear.” If you have an account with the
business, it probably wouldn’t use a generic greeting like this. The email invites you to click on a link to update your payment details. While, at a glance, this email might look real, it’s not. The scammers who send emails like this one do not have anything to do with the companies they pretend to be. Phishing emails can have real consequences for
people who give scammers their information. And they can harm the reputation of the companies they’re spoofing. How To Protect Yourself From Phishing Attacks Your email spam filters may keep many phishing emails out of your inbox. But scammers are always trying to outsmart spam filters, so it’s a good idea to add extra layers of

protection. Here are four steps you can take today to protect yourself from phishing attacks. 1. Protect your computer by using security software. Set the software to update automatically so it can deal with any new security threats. 2. Protect your mobile phone by setting software to update automatically. These updates could give you critical
protection against security threats. 3. Protect your accounts by using multi-factor authentication. Some accounts offer extra security by requiring two or more credentials to log in to your account. This is called multi-factor authentication. The additional credentials you need to log in to your account fall into two categories: Something you have — like a
passcode you get via an authentication app or a security key. Something you are — like a scan of your fingerprint, your retina, or your face. Multi-factor authentication makes it harder for scammers to log in to your accounts if they do get your username and password. 4. Protect your data by backing it up. Back up your data and make sure those
backups aren’t connected to your home network. You can copy your computer files to an external hard drive or cloud storage. Back up the data on your phone, too. What To Do if You Suspect a Phishing Attack If you get an email or a text message that asks you to click on a link or open an attachment, answer this question: Do I have an account with
the company or know the person that contacted me? If the answer is “No,” it could be a phishing scam. Go back and review the tips in How to recognize phishing and look for signs of a phishing scam. If you see them, report the message and then delete it. If the answer is “Yes,” contact the company using a phone number or website you know is real.
Not the information in the email. Attachments and links can install harmful malware. What To Do if You Responded to a Phishing Email If you think a scammer has your information, like your Social Security, credit card, or bank account number, go to IdentityTheft.gov. There you’ll see the specific steps to take based on the information that you lost. If
you think you clicked on a link or opened an attachment that downloaded harmful software, update your computer’s security software. Then run a scan. How To Report Phishing If you got a phishing email or text message, report it. The information you give can help fight the scammers. Step 1. If you got a phishing email, forward it to the Anti-Phishing
Working Group at reportphishing@apwg.org. If you got a phishing text message, forward it to SPAM (7726). Step 2. Report the phishing attack to the FTC at ReportFraud.ftc.gov. Knowing how to recognize a phishing email is an important piece of knowledge. But once you’'ve come across an email that you think is illegitimate, what are you then
supposed to do with it? Knowing what to do with suspicious emails when you receive them is a critical yet often overlooked aspect of cyber security. Verizon reports that phishing was present in 36% of breaches they analyzed for their 2021 Cost of a Data Breach Report. (And those are just of the known breaches they studied!) Knowing this, phishing
remains a serious threat to businesses and private individuals alike. In this article, we’ll break down how to report scam emails and what you should do with other suspicious emails you receive. Let’s hash it out. What to Do with Suspicious Emails: Report and Delete Them (Don’t Open Them!) A stock image that illustrates the concept of reporting
fraudulent emails and scams. If you receive an email from someone you don’t know, a good rule of thumb is to avoid trouble altogether by not engaging with the messages in the first place. However, accidents happen, and everyone makes mistakes. If you do open a message, you should at least avoid taking any of the following additional steps:
Clicking on links in unsolicited emails,Opening unsolicited attachments (Word docs, Excel spreadsheets, image files, etc.), andSending requested information or files. Instead, what you should do is report unsolicited outreach messages. Of course, understanding how to report scam emails differs based on your location, situation, and other factors. In



the next few sections, we’ll explore several of the ways that you can report emails both inside and outside your organization. Report Scam Emails Within Your Organization While it’s true that it’s your IT team’s responsibility to implement phishing and spam prevention methods, the fact is that some scam emails and other suspicious messages are still
going to make their way into your inbox. Remember those Smokey the Bear “only you can prevent forest fires” advertisements? The same concept applies here. As an employee, it’s also your responsibility to report scam emails to your organization’s IT team as well when you come across them. Frankly, this should be something that’s covered in your
organization’s employee cyber awareness training. But if it’s not, reach out to your IT team or admin to find out what your organization’s process is for reporting spam, suspicious emails and scams. The types of information to inquire about include: Finding out which email address to send suspected emails to,What information regarding the emails
you should include, andWhat you should do if you clicked on a link or otherwise engaged with a suspicious email. Security doesn’t operate in a bubble; it requires everyone to take steps that help strengthen your organization’s cyber defenses. An Example of Reporting Scam Emails and Phishing Incidents to Your IT Admin Here at The SSL Store, for
example, we have a process outlined that we follow whenever we receive a phishing email. There’s a dedicated email account where we can send information about the email, including: A screenshot of the message,Email header information,Other pertinent information, andAn attached copy of the email in question (in specific cases but not all).

Here’s a quick screenshot of one such email I sent to our IT admin. As you can see, I started out with just a quick message and a screenshot of the email in question. After that, I copied and pasted the email header information as well (only part of which you can see in the following screenshot): A screenshot of forwarding a suspicious email I'd
received and forwarded to my IT admin that was phishing for my password. “But, wait, I thought you said not to open the email. So, how do you access the email header information if you don’t open the message first?” Yes, that’s true — we did say not to open suspicious emails. But what you may not realize is that you don’t always have to open an
email to access its header details. In Outlook, for example, there’s another way to access that information: simply add the Message Header command to your quick bar. Here’s how you can do that: Click on the down arrow drop-down menu in the right-hand side of your navigation ribbon.Select Show Quick Access Toolbar.In the new toolbar, select
More Commands from the Customize Quick Access Toolbar dropdown menu.In the Outlook Options window, select All Commands from the top dropdown menu.Scroll down and select Message HeaderPress Add >> and then OK to add it to your Quick Access Toolbar in Outlook. Don’t worry, you won’t have to do all of these steps next time since
you’'ve now added the command to your toolbar. Just select the email you want to view the header, press the Message Options command, and you’re good to go. Report Emails to Your Email Service Provider Another step you can take is to report scam emails to email service providers as well. This is a pretty easy process because virtually all email
providers and clients typically integrate a reporting tool into their platforms. For example, in Gmail, you’ll open the email in question and select the three-dot menu next to the Reply button. There, you can select the Report Phishing option. Otherwise, if you're in your inbox and don’t want to open the email, you can instead right-click on the message
and press Report Spam. A screenshot that illustrates where to find the “Report phishing” button in Gmail in a computer’s Google Chrome browser. For Outlook, you can right-click on a message in your inbox or navigate to the Message > Block Sender menu tab as shown below. There, you should see the Junk Email Reporting option: A screenshot that
illustrates where to find blocking and junk mail related tools in Outlook. If you don’t see it, you first may need to install the Microsoft Junk Email Reporting Add-in or, at the very least, make sure it’s enabled. Check out this article from Microsoft to learn more about this junk email reporting add-in. Now that you’ve got things handled from an internal
organization perspective, it’s time to ask yourself whether the phishing or scam messages you received should be reported to a higher authority. If yes, here’s what you need to know about how to report suspicious emails and malicious electronic messages. The information you’ll need to provide will vary based on what it is you're reporting and to
which organization(s). For example, if you're reporting that you’ve fallen prey to an email scam, you’ll need to provide additional information than you would if you were simply reporting the receipt of a scam message. For example, you might have to provide some of the following types of information: A description of what occurredHow much was
stolenWho was responsible for the attackContact information for the attackerYour victim bank account where funds were withdrawn fromThe attacker’s bank account information where funds were sent Below, we’ve outlined some of the reporting agencies that you can reach out to based on your geographic location. United States and Canada For our
North American readers, you can report scams and fraud through the following methods and websites: European Union, United Kingdom and Australia For our readers in the UK, EU, or Australia, you can report email scams and fraud through the following authorities and resources: Report Emails to Impersonated Businesses and Organizations This
last one is important because it involves taking an extra step to help others avoid falling for cyber scams and fraud. While it’s great that you’'re reporting scam emails to the proper authorities, it’s also important that you reach out to any organizations that are being impersonated in email and phishing scams to let them know what’s going on. Until
recently, Vade research shows that Microsoft has been the most commonly impersonated brand globally in phishing attacks. However, Microsoft was recently unseated by Meta (formerly Facebook) when the social media company took the undesirable crown as the most impersonated brand in phishing attacks for all of 2021. Now, put yourself in the
shoes of a company that’s being impersonated: how would you like it if someone was fraudulently impersonating you or your business while carrying out cybercrimes? If you aren’t aware of what’s happening and do nothing to warn your customers and other users, imagine the toll that would take on your business, brand, and reputation. Needless to
say, you’'d likely want someone to let you know what’s going on. Some companies, governments, and other entities even have pages set up on their websites where you can report suspected fraud and misrepresentations. For example, Interpol has a fraud and abuse reporting form available where you can report instances of someone abusing or
fraudulently using Interpol’s name. However, it’s important to note that you shouldn’t report other email scams and fraud to the organization in general — the Interpol website says such crimes should be reported to your local or national law enforcement agencies instead. How to Tell If an Email Is a Scam in the First Place Now that you know what to
do when you receive a suspicious email and where to report it, this may leave you wondering how to tell if an email is legitimate in the first place. While we aren’t going to do a deep dive into that topic here, we’ll quickly cover a few key signs that can indicate whether an email you've received is a potential phishing scam: Sender’s name and email
address don’t matchSender’s email information doesn’t match the organization or entity it claims to come fromEmail contains links to other websites that don’t match the anchor textEmail contains unsolicited attachments (Office files, PDFs, images) that may contain malwareMessage is written in a way that feels urgent, pushy, desperate, or
threateningMessage is trying to coerce, trick, or manipulate you into doing something you shouldn’t Check out these phishing email examples for a look at real-world phishing examples that we’ve received at The SSL Store. Furthermore, here are some great additional resources that you’ll likely find useful: Final Thoughts on What to Do with
Suspicious Emails From an organizational perspective, something we really haven’t touched on yet in this article is what to do with suspicious emails from an organizational perspective. Sure, you’ll want to take steps to protect your devices, network, users and data from being affected by the emails in the first place. But that’s not where your job ends
— instead, something else you should do is use the suspicious emails your organization and users receive to your advantage. By collecting these communications, you create a repository of phishing emails and other fraud examples that will come in handy. You can use these real-world examples to train and educate your employees and other
applicable network users on what to look out for and how they should respond when they receive similar suspicious emails. Cybercriminals are always looking for new ways to spice up old tried-and-true attack methods. By keeping yourself and your employees up to date on the latest email phishing and scam tactics, you’ll help strengthen your
organization’s defenses and make it a more challenging target.
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